Security Assessment Service

We offer clients a thorough, methodical analysis of their current security program as compared to

accepted industry best practices. Our Security Assessment Service is provided by xwave’s Security

and Business Continuity Team, one of the most comprehensive and dynamic security teams in

Canada. Our approach emphasizes practical, realistic recommendations that reflect the culture and

strategy of our clients, avoiding a “cookie cutter” approach and delivering top value.

DESCRIPTION

We use a proven methodology to provide clients
with the most thorough and cost-effective security
assessment possible. We use a combination of
automated and manual testing techniques, and
conduct both remote and on-site analysis in order
to provide a comprehensive, well-rounded view of
the organization’s security capabilities.

Our assessment focuses not only on technical
issues, but on critical processes, procedures, and
policies used by the organization. Security is an
ongoing process, and people and process issues
have a much more significant impact than the
technologies currently used. An assessment that
focuses solely on technology becomes outdated
with the next vulnerability discovered, system
deployed, or service introduced.

We deliver a comprehensive review of security
controls, infrastructure, initiatives, and operations.
Detailed analysis and documentation phases utilize
the data collected during the field work phases,
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providing specific findings and recommendations
regarding the various systems and practices
reviewed. Additionally, an analysis of the overall
effectiveness and appropriateness of current
security measures will be provided, focusing on
adherence to best practices for information
security.

No matter what your organization, we can tailor a
security assessment to suit your needs.

BENEFITS

We will provide an accurate depiction of your
security strengths and weaknesses. Our
comprehensive security assessment gives you an
objective comparison of the organization’s security
practices and technologies against those currently
recommended in the industry. By prioritizing
recommendations for improvement, we will
identify both areas to be corrected immediately, as
well as those to be included in short- and long-
term security improvement initiatives.
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METHODOLOGY

We utilize a robust and thorough approach to
performing security assessments. Specific activities
included in the assessment can be customized as
required. Key phases in the assessment process
include:

Perimeter Testing

Perimeter Testing provides an accurate view of the
organization from the outside. This allows us to
identify critical exposures that are readily apparent
to external attackers. Specific activities include
network probes, vulnerability scans, war dialing,
wireless network detection and manual testing.

Internal Scans

Internal scans provide visibility into an
organization’s security by conducting tests from
within the customer network. This complements
the perimeter testing by revealing details that might
not be readily apparent, but which represent
significant security issues. Tasks included in this
phase include automated scans, packet sniffing,
password tests, infrastructure probes, and
examination of network services such as web
servers.

Configuration Reviews

Detailed configuration reviews of sample servers,
security devices, and network infrastructure
components are conducted to extend and validate
the findings of the previous phases. In-depth
automated and manual analyses of representative
systems provide insight into specific vulnerabilities.
Security architecture reviews and network design
analysis are used to evaluate overall infrastructure
security and identify specific weaknesses or
limitations.

Physical Security

Physical security is a vital part of an information
protection program. It is well-known security
doctrine that if someone has physical access to a
computing resource, that system can inevitably be
compromised. As part of a security assessment, we
will examine server rooms, environmental controls,
and physical access control within your key
facilities.
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Anti-Virus Assessment

Viruses, worms, Trojan Horses, and other forms of
malicious software are among the most widespread
security threats faced by organizations today. As
part of the security assessment, we will review the
existing anti-virus products, procedures for
deploying software and signature updates,
preventative measures used to defend against
malicious email attachments, and management
tools.

Security Strategy and Operations

An effective security strategy, supported by
appropriate policies and procedures, is the key to a
successful information protection program. Such a
program guides how security technologies are
managed and deployed, and more importantly how
the organization and individual users deal with
security issues. We will review existing policies and
procedures, and conduct interviews with
representative staff members to determine further
details, requirements, and priorities. We will also
identify additional procedures or policies that may
be required.

Analysis and Research

Security issues in key applications and technologies
will be researched. The data collected will be
reviewed, analyzed, and specific solutions prepared.

Report Preparation

The report provides details on specific risks and
issues uncovered, as well as feedback on areas
where best practices have been well applied.
Prioritized and specific recommendations for
addressing issues are described. In addition to
opportunities for feedback and discussion during
development of the report, you will be given a
presentation highlighting the key findings and
results of the assessment.

SUMMARY

We offers a security assessment service which
provides a thorough analysis or your organization’s
security. We can customize the scope and activities
included in order to meet the needs of your
organization, regardless of size.

Aliant 3=




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


